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About Cenzic 7)) CENZIC

AFounded in June 2000 - privately held e n i e

ACenzic provides software & SaaS products products are

that protects websites from hacker attacks extremely easy to

A All major security companies use Cenzic to use and cost-

secure their websites eftectl
ACenzic provides compliance testing for PCI, Kevin Jarnot
HIPAA, OWASP Top 10, & others CTO
A25 consecutive quarters of growth & winner debt)_<
of numerous awards The Debt Exchange

Cenzic Revenue Growth
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Website Security

Defining the term in a crowded space



Web Application Security Defined

") CENZIC

Desktop / Client

Desktop &
Content Security

Intrusion Detection
and Prevention

Firewal

Parts 443 & 80 still open

Network Security

1990s

—L— 1080s

18]

Web App Database
Server Server Server

Web app layer: 75% of
hacker attacks occur here

Application Security

2000s —




Why Website Security Matters ") CENZIC

A $7.2 Million is the average cost of a data breach
A Ponemon Institute — March 2011
A 75% of cyber attacks & Internet security

violations are generated through Internet 400+
applications New

A Gartner Group VU|2€|\;|€(:1)|?]It|;]tIeS

A 71% of companies have application security as [EERlReIgoN Il
a top initiative for 2011

A Forrester Research

A 286 million new threats in 2010
A Symantec Internet Security Report — April 2011

A 89% of victims subject to PCI-DSS had not
achieved compliance (+10%)

A Verizon Business Data Breach Report — April 2011

AV

Cenzic Confidential 6
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Researcher demonstrates Twitter XSS vulnerability | Tax Appraiser’s Web site hacked

Angela I Symantec: 44 Million Accounts From More than 18 Online IE“ -

arm
PRI Games Hacked Hackers vandalise 200 web sites, cripple 150 4 mmsmion sam e
By Mike Sharkey | May 27 AT&T iPad Breaches Are

Updatea ¢ i i F Twitter XSS Vulnerability Possibly Ex .
ecurity firm says Chii - " y y EX|
fo Darren Pauli (Computerworld 1 b Hackers About App Secu |‘|'|"y!| Not
) Promptly fixed by Twitter after its disclosure - -
.'E"\. T'l.l'l.l'lttEf digg ﬂ Shum securi‘tl:l.- hacking o Like [ Be the First of your Friends o like this, MObI Ie Dev I Ces, Expe rts Say
wilnerat More than 44 million ace Ads by fovale  Lnnie s 423 Hacksr Gaffes j:rﬁ’erlessans for IT security organizations,
A Twitter cross-site scripting (XSS) ﬂCCDI’dII‘Ig to ﬂnﬂh«‘sts
EI[II[ZIEEII’S t|:| tlE thE |E|I’QEE . o wemsecurity staff. The flaw might
Posted: 1200 1703E - Tho waoh citac nf rmarathan o 155 Twitter accounts, Jun 24,2010 | 04:54 PM

Hacker trie Massive hack blows I B caing e Contbntin Etor

-
"-;\“EI_]-S]'I'IE‘ The recent breaches of Apple iPad custormer data at ATET have drawn attention
B to security issues in both the mobile device and service provider spaces. gut

Maine's online CF@ter in Sony brand TS Joumnal, Jerusalem Post

result of last Tl
Wennekhec Journal By Julianne Pepitone, =taff reporter @CNNMoneyTech May 10, 2011: 531 AMET fureau
“Wednesday, June 9, 2010 Update” Rivad Bank Website Gets Hacked
Hotel account hacked, card ... + I o < v < E
info stolen emnr [ INdian Passport website hacked by Amateur -
Fraudulent charges for Driskill customers - Makes money by blocking Tatkal APPC’IntmentSK
MMORE NS H e

'r:.- of

Pentagon hacked 6 million times daily lat has Hsofthe
Federal Grants - 5 L |

snastonzes weers seneae s VI1CI1A€ELS erafts stores customers warned
e e e about eredit card breaches

attacks.

General Keith Alexander cautic Friday, May 13, 2011
systems are "probed by unautt = " )

Cenzic Confidential [
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Hacking Tutorial

SQL Injection



SQL Injection ") CENZIC

AWhat is it?: Database contents are compromised or disclosed by
the use of specially crafted input that manipulates SQL Query
Logic.

A Root Cause: Failure to properly scrub, reject, or escape domain-
specific SQL characters from an input vector.

Almpact: Data confidentiality, integrity, and availability with the
ability to read, modify, delete, or even drop database tables.

A Solution: Use parameterized SQL statements. Define accepted
character-sets for input vectors, and enforce these white lists
rigorously. Force input to conform to specific patterns when other
special characters are needed: dd-mm-yyyy. Validate data length
of all inputs.

Cenzic Confidential 9



Examples of SQL Injection C) CENZIC

ACustomer information: Using SQL Injection attacks, a hacker

can get access to all your customer records

APublic Defacement: The mass attack recently proves that

hackers can easily deface thousands of sites with one attack

ADatabase Server: A database server can easily be

compromised with SQL attacks

ABypass Log-in: By using simple SQL commands, a hacker

can bypass the log-in credentials




e~ & hetp:fflocalhost: 081 fkeleviphpflogin. phe

W, o
Cf‘aclj_:}}{[e Bank

— N

Welcome to CrackMeBank Investments

» Home Welcome to CrackMeBank Investments Customer Login

?» Loans m Enter your user 1D bm’ ] Quick Links

I Forgot your password?
» Net Banking B Enter your password (eseses ] New user

» Credit Cards Benefits

» Contact Us

» Bills Online

> Online Trading
? Register
» Login

Customer
n icer

(3 Bank Manager Unauthorized access and use is prohibited. Usage is monitored.

© 2004-2006 Kelev Investments. All rights reserved. Used with permission,

for a free prospectus, or view one online. Read It carefully before you invest or send money,

Please carefully consider the fund's investment objectives, risks, charges and expenses before investing. For this and other information, CALL or WRITE to Kelev

SJ Local intranet

H100% ~




G_E/ X !g http:/flocalhost:8081 kelev/phpjaccttransaction.php

W G0 | @ Account Transaction

Welcome to CrackMeBank Investments

> Home Account Transactions for James Arceri

> Loans Date range (yyyy-mm-dd) ;{2004-01‘01

| To |2004-12-31

» Net Banking
» Credit Cards

=

Utilities

# First Last Date Account

» Contact Us Name Name No.

Description

Cheque Dr/Cr Amount Balance
No

Forward request
Reply to request
Discard

> Bills Online
» Online Trading
? Register

m'»';\'.' your regular ‘
monthly bills
(telephone |

electric

|2 2004-2006 CrackMeBank Investmants

Transfer

Change Password

Trade Online
Signout

Privacy and Security Terms Of Use Varsion 4.0]

accttransaction.php

S Local intranet




G_@/ - !g http:f/locathost:8081 fkelev/php/accttransaction. php ¥ r X P~

W@ | g8 Account Transaction \ f2 - B - rpage - GhTooks v

_— s ~

Welcome to CrackMeBank Investments

> Home Account Transactions for James Arceri
» Loans Date range (yyyy-mm-dd) [2004-01-01 | To [2004-12-31 || GetStatement |
» Net Banking
utiliti
» Credit Cards £ '.:’s n
# First Last Date Account Description Cheque Dr/Cr Amount Balance Ty
» Contact Us Name Name No. No ::::I'? e
> Bills Online 1 James Arceri 2004-04-30 325634 TRF FRM ABC Company CR 2232 50319 Transfer
: - 2 James Arceri  2004-05-31 049564  DEPOSITS DR 12345 70831 Change Password

» Online Trading Trade Online
? Register Signout
| BILLS ONLINE 48 |
m';n'.' your regular ‘

monthly bills

(telephone |

electricity, mobile

phone, insurance

etc.) right here -

from your desktop

Have 3 look

|® 2004-2006 CrackMeBank Investmants Privacy and Security Terms Of Use Version 4.0,

S Local intranet #100% ~




G \'\, v | 2] htpijflocahost:8081 keleviphpfaccttransaction.php

W ¢ | 48 account Transaction ‘

—
Welcome to CrackMeBank Investments

P, = R 3

» Home Account Transactions for James Arceri

= b Get Statement

> Loans

» Net Banking

Utilit
» Credit Cards Forlu:ll:lanucst
2 First Last Date Account Description Cheque Dr/Cr Amount Balance
» Contact Us Name Name No. No g;p::':’o o
» Bills Online 1 James Arcen 2004-04-30 325634 TRF FRM ABC Company CR 2232 50319 Transfer
; ; 2 James Arceri  2004-05-31 049564 DEPOSITS DR 12345 70831 Change Password
» Online Trading Yrade Online
» Register Signout
|& 2004-2006 CrackMeBank Investments Privacy and Security Terms Of Use Version 4.0
S Local intranet #100% ~




GE:{ v \g Vl;sttp:lﬂoca;o—st' :Vrsmllkelevlphpfoccttrasaicition.pro Vj

W @ | 48 Account Transaction

Y

> Home

> Loans

» Net Banking

» Credit Cards

» Contact Us

» Bilis Online

» Online Trading
» Register

mf;\'; your regular

monthly bills

(telephone

—
Welcome to CrackMeBank Investments

Account Transactions fo

Date range (yyyy-mm-dd) [* OR 1=1 -- To [* OR 1=1 —- | rGelStalemenI ]
Utilities
3 Forward request
= :irst Last Date Account Description Cheque Dr/Cr Amount Balance ik th rageant
ame Name No. No Discard
Butler 2004-03-31 325634 DEPOSITS 4358072 53765 T;"ansfer .
-04- T Change Passwo
Butler 2004-04-11 325634 ATM Cashwdl, Seq:0365 48087 Trade Ouline
Butler 2004-04-30 325634 TRF FRM ABC Company 50319 Signout
Butler 2004-05-05 325634 TRF TO Credit Card No:8765 39884
2345 1423 7060
Butler 2004-05-27 325634 ATM Cashwdl, Seq:0583 33130
Butler 2004-03-11 974563 TRF TO Credit Card No:876S 12687
2345 1423 1111
Butler 2004-04-09 974563 DEPOSITS 12537
Butler 2004-04-31 974563 ATM Cashwdl, Seq:1221 3125
Butler 2004-05-10 9574563 TRF TO Credit Card No:5189 3015
3690 8211 0008
Butler 2004-03-17 049564 ATM Cashwdl|, Seq:0731 108371
Butler 2004-04-05 048564 TRF TO Credit Card No:8765 85865
2345 1423 5458
Butler 2004-04-30 045564 ATM Cashwdl, Seq:0221 85211
Butler 2004-05-08 049564 TRF TO Credit Card No:8765 83176
2345 1423 5468
Butler 2004-05-31 049564 DEPOSITS 70831
Butler 2004-03-17 049564 ATM Cashwdl, Seq:0731 109371
Butler 2004-04-05 049564 TRF TO Credit Card No:8765 85865
2345 1423 5498
Butler 2004-04-30 049564 ATM Cashwdl, Seq:0221 85211
Butler  2004-05-08 049564 TRF TO Credit Card No:8765 83176
2345 1423 54688
Butler 2004-05-31 049564 DEPOSITS 70831
Butler 2004-05-08 049564 TRF TO Credit Card No:5189 83176
3650 8211 0009
Butler 2004-05-31 049564 DEPOSITS 70831
Lohan 2004-03-31 325634 DEPOSITS 43598072 53765 v

S Local intranet #100% ~
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Cenzic ClickToSecure Cloud

Website security made easy



Cenzic ClickToSecure Cloud & Rackspace ") CENZIC

(.’) rackspace.

HOSTING

ACustomers place website on
Rackspace Hosting site

ACustomers can test their website
for security flaws, then fix before
placing site into production

AThe Rackspace / Cenzic
partnership allows security testing
In the Rackspace environment




Cenzic ClickToSecure Cloud () CENZIC

ACenzic ClickToSecure Cloud is a SaaS service that allows
users to test their own websites for vulnerabllities most
exploited by hackers & get results all within their own web
portal. No security expertise needed.

A Flexible Pricing Model
Choose from 4 different service tests that provide increasing levels of
protection

A Benefits
A Fast, cost-effective way to help protect websites from hacker
attacks
A Preserve company brand, revenues, and customer information
A Protection against website blacklisting by Google
A Regulatory compliance assistance including PCI 6.6

Cenzic Confidential 18



Flexible Offers For Different i
CENZIC

Website Security Needs

g:> ® Gold
Security ,
Complexity g:> (D siver

Website

g::> ‘ #ﬁ Bronze \

HealthCheck

Cost of Website Security




Website Security Testing Service Pricing

") CENZIC

8 Healthcheck

$10 / Website / Month

Why Buy

For websites that are
fraught with security
flaws, use this service to
take tiny steps towards a
stronger security posture

#ﬁ Bronze

$33 | Website / Month

Why Buy

Choose this as your
“default” website service
to check for basic
vulnerabilities most often
exploited by hackers

(@ Silver

Buy Now

$83 | Website / Month

Why Buy

More robust Website test
that finds the most
common defects that
lead to a data breach &
brand damage

Buy Now

Gold

Buy Now

$167 /| Website /| Month

Why Buy

Most comprehensive
service combining tests
from Bronze & Silver
used for compliancy (e.g.
PCI 6.6 & the OWASP
Top 10)

Buy Now




Website Security Vulnerability Results CENZIC

HARM Scoring
Total HARM™ Score: 20435 = 20435 (Raw Scores) x 1.0 (App Risk Factor)

10 100 1,000 10,000 100,000

| | Low Risk Waming

Common Range For Unremediated Applications

The Total HARM Score’, above, is a sum of the HARM scores for all the SmartAttack assessments included in this report.  SmartAttacks
have different HARM scores based on the risks associated with each kind of vulnerability . The charts reflect the raw HARM scores without
application specific risk adjustments.

PCI Compliance Summary

Severity of Findings Severity Drill Dow

URL Assessed: http:/lcrackme.cenzi

50
a7 u 40 Summary of PCI Findings
— 30 An assessment was performed on the target application, using 23 of the PCI SmartAttacks™ fo identify vulnerabilities. As
23 19 shown below, a large number of issues were found with the application that resulted in @ very high HARM™ score of 6638,
20 — which is commonly séen when there is at least one broadly repeated significant vulnerability. It is recommended that
10 action be taken to remediate these vulnerabilities The tests performed, as well as specific vuinerabilities to be
remediated, and their contribution to the total HARM score, can be viewed in the "SmartAitack Resulis (by HARM)" section
— — —( — ‘= of this report below
High Med Low High The coding vulnerabilities listed below comply with the specific PCI Data Security Standard sections as referenced

Al attacks comply with Sections 6.6 and 11.3

PCI Compliance (by SmartAttack)

Vulnerabilities |

@ SOL Error Messa nerable)
PCl 6.5.2

@ CrossSite Scripting (Vulneral

PCI 6.

 Non-Masked Password (Pass) @ HNon-SSL Password (Vulne:

® Password Autocomplete (Vulnerable]

PCl 6.5.4

- Remote File Inclusion (Pass)

PCl 6.5.5

~ Cross Site Request Forgery (Pass)

PCl 656

. Application Exception (Pass) [ Check HTTP Methods (Waming)
@ Directory Browsing (Vulnerable) [ Web Server Vulnerabilities (
PCl 6.5.8

 File 8 Directory Discovery (Pass)

PCl 6.5.9

+ Browse HTTP from HTTPS (Pass) [ Non-SSL Form (Warning)
PCI6.5.10

~ HTTP Response Spiitting (Pass) / Open Redirect (Pass)

Cenzic Confidential




Cenzic ClickToSecure Cloud

Demonstration



Demo Workflow 7)) CENZIC

AHow to purchase a website test
AGetting access to your website testing account
ARunning a website test

AReviewing results

A PDF reports
— General
— PCI 6.6
— OWASP Top 10

A Risk scoring system

A Remediation (i.e. how to fix) detected flaws

AAbility to re-test the website to ensure flaws were
fixed




Speci alOchNe

ACenzic ClickToSecure

Cloud Free HealthCheck N
AFree, 1 time website test for 5aa |
fIrSt 50 CUStomerS e Erf(fee_HealthCheck Service
A VIS It: = HelpesrelDu?e your website from hacker attacks o

" ClickToSe ud Company:

https://www.cenzic.com/products
/saas/ctscloud/freehealthcheck/

Country:

A Use the Rackspace coupon
code:
21.9-J6W-BJ7

A The free HealthCheck will give
you access to your Cloud
account for 30 days

Cenzic Confidential




Get Started Today! ") CENZIC

http://www.cenzic.com/resellers/rackspace/index.html

i Nl
ClickToSecure Cloud _-

» Qverview
HealthCheck
Bronze
Silver
Gold
How It Works
Service Details
Test Details
FAQs

Contact Us

Cenzic Confidential

ClickToSecure Cloud for Cenzic Partners
(D rackspace

Protect websites from hackers via Saa$ offering HOSTING

Do you want a fast and easy way to help protect your website from hacker
attacks? Cenzic's Saas service, ClickToSecure Cloud, is a cost-effective solution you can use without
becoming a security expert yourself!

Choose from the 4 different security services, type in the website URL that you want tested, and in a short
period, you'll receive results containing the found vulnerabilities — all in the Cloud!

Special Offer! Free Website HealthCheck

As a way to celebrate this new offering for Rackspace customers, we are offering a free website HealthCheck
for the first 50 people!

Got to the URL listed below and use this special Rackspace coupon code:

URL: https/fwww.cenzic.com/products/saas/ciscloud/freehealthcheck!
Rackspace coupon code: 2L9-J8W-BJ7

Overview of Wehsite Security Offerings

HealthCheck ﬁﬁ Bronze (@ Silver @ Gold

$10 / Website [ Month $33 / Website / Month $83 / Website / Month $167  Website { Month
Why Buy Why Buy Why Buy Why Buy




) CENZIC
L.

Questions?

Erin Swanson Support CTScloud@cenzic.com



