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ÁWho is Cenzic 

ÁWebsite security defined 

ÁHacking tutorial 

ÁCenzic ClickToSecure Cloud 
solution 

ÁSpecial offer! 

ÁQ&A 

Agenda 
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ÁFounded in June 2000 - privately held 

ÁCenzic provides software & SaaS products 
that protects websites from hacker attacks 

ÅAll major security companies use Cenzic to 

secure their websites  

ÁCenzic provides compliance testing for PCI, 
HIPAA, OWASP Top 10, & others  

Á25 consecutive quarters of growth & winner 
of numerous awards 

 

About Cenzic 
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“Cenzic’s 
products are 

extremely easy to 

use and cost-

effective.”  
 

Kevin Jarnot 

CTO 

 

 
The Debt Exchange 

Cenzic Revenue Growth 



Website Security 

Defining the term in a crowded space  



Web Application Security Defined  
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Web app layer:  75% of 

hacker attacks occur here 
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WEB  APPLICATION SECURITY EVOLUTION  



400+ 
New 

Vulnerabilities 
a Month 

and Growing 

Á$7.2 Million is the average cost of a data breach 

ÅPonemon Institute – March 2011 

Á75% of cyber attacks & Internet security 
violations are generated through Internet 
applications 

ÅGartner Group 

Á71% of companies have application security as 
a top initiative for 2011 

ÅForrester Research 

Á286 million new threats in 2010 

ÅSymantec Internet Security Report – April 2011 

Á89% of victims subject to PCI-DSS had not 
achieved compliance (+10%) 

ÅVerizon Business Data Breach Report – April 2011 

Why Website Security Matters 
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Hacking Continues … 

Cenzic Confidential 7 



Hacking Tutorial 

SQL Injection 



SQL Injection 

ÁWhat is it?:  Database contents are compromised or disclosed by 

the use of specially crafted input that manipulates SQL Query 

Logic. 

ÁRoot Cause:  Failure to properly scrub, reject, or escape domain-

specific SQL characters from an input vector. 

ÁImpact:  Data confidentiality, integrity, and availability with the 

ability to read, modify, delete, or even drop database tables. 

ÁSolution:  Use parameterized SQL statements. Define accepted 

character-sets for input vectors, and enforce these white lists 

rigorously.  Force input to conform to specific patterns when other 

special characters are needed: dd-mm-yyyy.  Validate data length 

of all inputs. 
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Examples of SQL Injection 

ÁCustomer information: Using SQL Injection attacks, a hacker 

can get access to all your customer records 

ÁPublic Defacement: The mass attack recently proves that 

hackers can easily deface thousands of sites with one attack 

ÁDatabase Server: A database server can easily be 

compromised with SQL attacks 

ÁBypass Log-in: By using simple SQL commands, a hacker 

can bypass the log-in credentials  
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Website security made easy 

Cenzic ClickToSecure Cloud 

for Rackspace Customers 



ÁCustomers place website on 

Rackspace Hosting site 

 

ÁCustomers can test their  website 

for security flaws, then fix before 

placing site into production 

 

ÁThe Rackspace / Cenzic 

partnership allows security testing 

in the Rackspace environment  
 

 

Cenzic ClickToSecure Cloud & Rackspace 
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ÁCenzic ClickToSecure Cloud is a SaaS service that allows 

users to test their own websites for vulnerabilities most 

exploited by hackers & get results all within their own web 

portal.  No security expertise needed.  
 

ÁFlexible Pricing Model 

Choose from 4 different service tests that provide increasing levels of 

protection 

 

ÁBenefits  

ÅFast, cost-effective way to help protect websites from hacker 

attacks 

ÅPreserve company brand, revenues, and customer information 

ÅProtection against website blacklisting by Google 

ÅRegulatory compliance assistance including PCI 6.6 

 

Cenzic ClickToSecure Cloud 
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Flexible Offers For Different  
Website Security Needs 
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Cost of Website Security 

Website 
Security 
Complexity 



Website Security Testing Service Pricing 
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Website Security Vulnerability Results 
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Demonstration 

Cenzic ClickToSecure Cloud 



ÁHow to purchase a website test 

ÁGetting access to your website testing account 

ÁRunning a website test 

ÁReviewing results 

ÅPDF reports 

–General 

–PCI 6.6 

–OWASP Top 10 

ÅRisk scoring system 

ÅRemediation (i.e. how to fix) detected flaws 

ÁAbility to re-test the website to ensure flaws were 
fixed  

Demo Workflow 

Cenzic Confidential 23 



ÁCenzic ClickToSecure 
Cloud Free HealthCheck  
ÅFree, 1 time website test for 

first 50 customers 

ÅVisit: 
https://www.cenzic.com/products
/saas/ctscloud/freehealthcheck/ 
 

ÅUse the Rackspace coupon 
code: 
2L9-J6W-BJ7 
 

ÅThe free HealthCheck will give 
you access to your Cloud 
account for 30 days  
 

Don’t Forget:  Special HealthCheck Offer 
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http://www.cenzic.com/resellers/rackspace/index.html 

Get Started Today! 
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Questions? 
Erin Swanson | Support_CTScloud@cenzic.com 


