


What is PCI Compliance?

The Payment Card Industry Data Security Standard (PCI DSS) Program is a mandated
security initiative which was created to offer merchants and service providers a unified
approach to safeguarding credit cardholder information for all card brands.

The PCI DSS was developed by American Express, Discover Financial Services, JCB,
MasterCard, and Visa to provide a common framework on how companies handling credit
card data should protect that information. PCI security is enforced through annual audits
and non-compliant organizations face a broad range of penalties, including large fines.

The PCI security standard centers around 12 requirements for protecting credit card data.
These requirements apply to all system components — defined as any network component,
server, application, or tool that can connect to the data. Five of the 12 PCI requirements
relate to data auditing.

Beyond PCI Compliance

The PCI 6.6 Requirement deadline was June 30, 2008. In order to meet this requirement,
you must ensure that any Web applications that store, process, or transmit credit card
information must be able to:

= Detect vulnerabilities in Web-facing application code,

® Prioritize, manage, and remediate vulnerabilities, and

= Validate and document that vulnerabilities have been corrected.

Through its attack library and compliance scripts, Cenzic’s ClickToSecure offering gives
customers unlimited scanning during its annual subscription period to continuously test
and remediate their Web applications. Therefore, by being a Cenzic customer, you will
always remain PCI compliant.

Cenzic is a cost-effective offering that delivers a Web vulnerability scanning service with
verified, actionable results — shifting the focus from finding vulnerabilities to fixing them. It is
a highly-scalable solution for companies that must achieve PCI compliance and need to:

= Fix Website vulnerabilities with one turnkey solution,

= Communicate vulnerabilities to development and risk management teams,

= Maintain continual visibility into Web-facing application vulnerabilities,

® Document the Web-application vulnerability lifecycle for auditors,

Retest and validate vulnerability closures,

® Have unlimited access/creation of reports, and

Control costs.

Contact us at PCl@Cenzic.com to learn more about how
Cenzic can help you meet the PCI compliance standards.
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CENZIC

Cenzic provides software
and SaaS products to
protect Websites against
hacker attacks. Unlike
network security and
SSL solutions, Cenzic
tests for security defects
at the Web application
level where over 75%

of attacks occur. Built
from the ground up on a
completely different tech-
nology backbone than its
competitors, Cenzic goes
beyond signature—based
tools to find more “real”
vulnerabilities.

Y TERANET

“Since [our Cenzic]
deployment, we've
had great successes
in securing our
applications, as well
as educating employ-
ees about specific
vulnerabilities.”
Andrew Wing

Former Systems Architect,
Teranet

Teranet has been using
Cenzic since July 2007 for
Web application security

and PCI compliance.




