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Integration Benefits

»
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Exceed the minimum PCI DSS 6.6
requirements and provide the best
protection available against data
compromise

Instantly virtually patch discovered
Website vulnerabilities and
eliminate emergency fix and

test cycles

Lock down Web applications while
remediating vulnerabilities and
re-testing applications

Prioritize Web Application Firewall
alerts based on actual, known
security risks identified in Web
applications

Provide security and compliance
reports that illustrate attempts
to exploit known Website
vulnerabilities

Granularly manage security
vulnerabilities, importing specific
types of application assessment
results to Imperva SecureSphere
based on severity level or class
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Vulnerability Scanning and Web Application Firewall Integration

The integration of Cenzic and Imperva delivers end-to-end protection against application
attacks. It provides a closed-loop solution against Website hackers, as Cenzic identifies

the website weaknesses and Imperva SecureSphere blocks attempts to exploit these
vulnerabilities until they can be fixed. Cenzic's Website testing solutions and the Imperva
SecureSphere Web Application Firewall together deliver a powerful combination that
prevents breaches and secures Websites for both on-premise and cloud-based application
deployments.

The virtual patching provided by Cenzic and Imperva drastically reduces the cost and
disruption of emergency fix cycles. To further streamline development processes, Cenzic's
Website risk scoring and Imperva SecureSphere’s application monitoring and reporting
help prioritize remediation efforts. The combined solution addresses multiple aspects of
the software development lifecycle by identifying and virtually patching vulnerabilities,
monitoring applications for misuse, and providing reports to developers with information
about application errors and data leaks.

Test applications

Monitor and protect
with Cenzic

Al Import Cenzic assessment
web applications

results into SecureSphere

>

The Cenzic Website testing solution analyzes Websites for security flaws and then the
Imperva SecureSphere Web Application Firewall virtually patches discovered vulnerabilities.

Exceed PCl 6.6 Compliance Requirements

For organizations that process, store or transfer credit card data, the integration of

Cenzic and Imperva enables organizations to meet the most stringent requirements of
the Payment Card Industry Data Security Standard (PCI DSS). According to the PCI DSS
“Information Supplement: Requirement 6.6 Code Reviews and Application Firewalls
Clarified," the proper use of multiple application security products, such as Web application
firewalls and vulnerability assessment tools, would provide the best defense against attack.




Cenzic Web Vulnerability Solutions Imperva SecureSphere Web Application Firewall
Website security is all about risk management. You need to know  As the market leading Web Application Firewall, more

how many Websites or Web pages you have, where they are, which organizations rely on Imperva to monitor and protect their critical
ones have been tested, what security flaws exist, how to prioritize  Web applications than any other vendor. With patented Dynamic
those flaws and, finally, how to monitor on-going changes. Cenzic  Profiling technology, SecureSphere automatically builds a model of
provides answers to all these questions. Our solutions can quickly  legitimate behavior and adapts to application changes over time,
assess your Web applications to find the security flaws that hackers keeping its defenses up to date without manual configuration.

most often exploit. The dashboard and reports provide decision Imperva SecureSphere provides businesses with a practical and
support information at your fingertips so you can start fixing the highly secure solution to ensure that Web applications and data
flaws right away. are safe.
Cenzic helps users: Imperva SecureSphere delivers:

» Run Website testing assessments » Accurate protection against Web application attacks

» Provide actionable report information with remediation tips » Reputation-based security to stop automated threats

» Help prioritize Website flaws based on a quantitative metric » Pre-defined and custom correlation rules block

multi-stage attacks
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» Transparent deployment and ultra-high performance
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» Centralized management and reporting
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Cenzic Website testing reports summarizes the discovered security SecureSphere administrators can review and instantly mitigate
flaws and provides directions on how to fix vulnerabilities. vulnerabilities from the Vulnerability Management Dashboard

About Cenzic

Cenzic provides software and Saa$ security solutions to help organizations secure their Websites against hacker attacks. Cenzic focuses
on Web application security, automating the process of identifying security defects at the Web application level where more than 75
percent of hacker attacks occur. Its dynamic, black box Web application testing is built on a non-signature-based technology that finds
more “real” vulnerabilities as well as provides vulnerability management, risk management, and compliance for regulations and industry
standards such as PCl or HIPAA.

About Imperva

Imperva is the global leader in data security. With more than 1,300 direct customers and 25,000 cloud customers, Imperva's customers
include leading enterprises, government organizations, and managed service providers who rely on Imperva to prevent sensitive data
theft from hackers and insiders. The award-winning Imperva SecureSphere is the only solution that delivers full activity monitoring
and protection for databases, Web applications and file systems. Only Imperva delivers innovative technology to give full audit
accountability and separation of duties to meet regulatory compliance.

Visit us at www.imperva.com
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