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Introduction

Attacks, incidents and compliance regulations, in combination with difficult-to-automate processes,
a steep learning curve, and highly charged political environments, are only a few of the factors that
have made application security possibly the most difficult to address aspect of a security strategy.
Indeed, application developers as well as security practitioners are struggling within this arena,
while malicious attackers thrive unabated from application security failures. One primary difficulty
is that ensuring application security requires a higher level of understanding and knowledge than
many other aspects of a security strategy.

While the definition of this difficulty may be simplistic in nature, the complexities that it creates in
both the security process cycle and the software development lifecycle (SDLC), including applica-
tions going through development or quality assurance and the existing deployed applications, are
anything but simple. In fact, compliance measures that attempt to simplify exactly what is needed
to ensure application security often leave organizations who abide by those compliance measures
vulnerable and insecure. In many ways, application security has shown that a compliant organiza-
tion may not be the equivalent of a secure one.

Of course, this begs the question, “How does an organization address application security in a
manner that both complies with regulations and secures its applications?” Unfortunately, there is
no widely accepted assessment, monitoring, or auditing model that professionals can use as simply
as a checklist. Moreover, the dynamic threats and vulnerabilities faced by applications often require
the teamwork and collaboration of multiple departments within an organization.

For this reason it is imperative for organizations who attempt to

It is imperative for organizations in an effort to create a security aware culture. Within this culture,

who attempt to solve each stakeholder must have a vested interest in securing and pro-
application security issues to tecting Web applications. The difficulty in this strategy is selecting
engage multiple stakeholders the proper technology that can be utilized as a catalyst to cultivate
in an effort to create a the culture necessary to not only create more secure applications in

security aware culture. development, but to also remediate the security issues within the

solve application security issues to engage multiple stakeholders

production environment.

This ENTERPRISE MANAGEMENT ASSOCIATES® (EMA™)
white paper is meant to serve as a summary guide for decision-makers who must address the chal-
lenges of application security. The pain points and issues surrounding a lack of understanding in
application security are examined. This is followed by a discussion of how assessment technologies
can be utilized as a catalyst to create better understanding of application security issues as well as
enhance the capabilities of other security countermeasures.

Education

It is impossible to discuss application security strategies without first addressing the issue of edu-
cation. Gaining the necessary level of understanding and expertise is a primary challenge for
organizations in implementing application security programs. Application security challenges are
amongst the most dynamic, complicated, and sophisticated issues that any IT organization will
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face. The general lack of understanding within this arena has created a seemingly infinite number
of possible targets for malicious attackers.

Complicating matters is the unfortunate reality that the majority of IT security professionals cur-
rently come from backgrounds in systems administration or infrastructure architecture. Moreover,
most development teams are heavily focused on functionality as opposed to security. This means
that security is a mere afterthought for these critical stakeholders in application security.

As a result, security professionals struggle to implement a strategic assessment program ot prop-
erly monitor application firewall solutions because of an inadequate awareness of the underlying
technical issues. Meanwhile, development teams consider security as an afterthought rather than
as an integral aspect the Software Development Lifecycle (SDLC)—which, in turn, has resulted in
practices such as insecure coding,

Further complicating matters, most security strategies currently rely on security countermeasures
that do not fully educate security professionals of the issues about which they are attempting to
detect. To the untrained eye, application attacks, especially those detected in typical security coun-
termeasures, often resemble regular application traffic. In some cases, such as cross-site scripting,
detection systems will merely catch any anomalous JavaScript statements and sound an alarm. The
problem with this type of alarm is that the professional monitoring the application must know its
intended use and technical details, such as the application’s coding language, well enough to deter-
mine if the alarm was or was not a false positive. When the security professional monitoring these
issues is not fully educated on the matter, the impact of these alarms is often not fully understood,
and as a result, there is no response.

Application vulnerability In situations such as this it is imperative that security teams within

assessment allows
organizations to discover
their vulnerabilities, educate
themselves on the impact
of those vulnerabilties, and proper solutions to resolve the vulnerabilities they’ve discovered.
research the proper solutions
to resolve the vulnerabilities
they’ve discovered.

Application Assessment

an organization possess the proper utilities and capabilities to edu-
cate themselves. In many ways, this is the major benefit of appli-
cation vulnerability assessment. Application vulnerability assess-
ment allows organizations to discover their vulnerabilities, educate
themselves on the impact of those vulnerabilities, and research the

In this manner, application security assessments are the founda-
tion of the process of addressing application security. However,
performing application assessments is no easy task. In fact, appli-

cation assessments are possibly the most difficult process for a
security organization.

The first difficulty is selecting an appropriate assessment methodology. Decisions are often made
based on who within an organization is the most vocal evangelist of application security. If the
loudest voice comes primarily from a development team, then a “white box” solution for scan-
ning the application from the “inside” (i.e., assessment of the application code itself), is likely to
be selected. If the loudest voice comes from a security team—particulatly if they are outside the
development organization (the most common case) or they have no backing for implementing
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security processes into the system development lifecycle—then a “black box™ assessment method-
ology is likely to be used, meaning assessment from the “outside,” or from the user’s perspective
as it were, without knowledge of the application system’s internals, hence the “black box” sense
of the term.

There are benefits and drawbacks to each methodology. Ideally if the customer has enough budget
and resources they should try to implement both technologies. If not, black box testing provides
the biggest bang for the buck since it is easier to implement and truly emulates a hacker.

Of course, it must be noted that in terms of creating a culture that engages the interests of
multiple stakeholders in an effort to create more security within applications, that black box tech-
nology is usually the best bet. In many cases the operation of black box technology is typically
not within the responsibility of developers because the assessments are run after the application
has been developed. However, the developers are still responsible for the remediation of the
actual vulnerabilities found. This means that the teams conducting assessments and the teams
responsible for application development need to work collaboratively. A collaborative effort and
productive culture can be created by deploying role-based solutions where the information security
teams can define expectations while the QA and development teams perform the assessments.
Black box solutions (also known as Dynamic Application Security Assessment Solutions) are still
an important aspect of the application security assessment process, as the capabilities of these
solutions are still needed to assess production applications and function as an auditing utility. One
of the shortcomings of black box technologies is that they do not pin-point the exact location
within the application code where an error occurs; however, most organizations are able to use the
specific utl of the vulnerabilities provided by the major black box assessment solutions to trace
to the line of code. White box solutions are often needed to catch certain kinds of vulnerabilities
early in the cycle; however, due to the effort and resources required to implement these solutions,
many organizations are focusing on black box solutions for now. Also, white box testing solutions
often do not address security assessment of production applications, which in some cases can be
the vast majority of a company’s total application portfolio.

Unfortunately, in many instances, even with both white box and

Unfortunately, in many

instances, even with both Issues such as logic vulnerabilities and vulnerabilities related to the
white box and some black relationships between an application, usets, and databases are only
box solutions in place, many a few examples of where this could occur. This is why manual test-
applications will still be ing of applications is an essential aspect of an application security
vulnerable to dynamic issues assessment. Many companies are starting to use a hybrid approach

that may not have been of using an automated solution, but also using a Software as a
detected by either scanner. Service (SaaS) and a managed service from the same vendor so they

some black box solutions (the ones that take a signature-based
approach) in place, many applications will still be vulnerable to
dynamic issues that may not have been detected by cither scanner.

can supplement their own resources and also address additional
vulnerabilities. While an automated solution will address multiple
issues within a small amount of time, it might not fully address the
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nuances of each individual application in detail. The primary benefits of these types of solutions
are the advantages they offer in addressing the issues of resource drain and a steep learning curve.
They will identify many security issues in a specific application—and they must also be kept up-
to-date in the face of a continually evolving threat environment. Performing a manual assessment
requires a large amount of time and education but can address certain issues like social engineering
that cannot be addressed by any automated solutions. .

Thus in high-risk applications, a manual test for certain tests in addition to an automated solution
might be necessary. Unfortunately, comprehensive manual tests are time consuming and require
the efforts of highly skilled professionals, and they are typically the most expensive to conduct.
The decision to pursue a complete manual test should therefore be subjected to a cost-benefit
analysis, in correlation with a risk assessment, to more accurately gauge the need. This is where the
Saa$S offering can be cost effective and efficient.

Application Monitoring

With all these issues surrounding assessment, it seems as though a monitoring solution is the best
option for an organization. However, monitoring an application for security issues is not a simple
task. Again, the major issue here is the learning curve with which a security professional must
progress in order to propetly ensure a reasonable level of security.

There are several options for monitoring an application to determine whether an attack is taking
place or has already taken place. Either way, a high level of network visibility is required to make
the necessary distinctions between a real threat and a false positive—as well as distinctions between
false negatives and activity that appears to be legitimate, but in fact may conceal a threat. This
implies that an additional solution must be in place between the typical security countermeasures
in a layered security model. In particular, an application firewall or full packet capture solution
should be in place to give security professionals an accurate view of network traffic.

There are several solutions for blocking attacks, such as inline application firewalls, that do every-
thing from detecting types of SQL injections to blocking users from multiple attempts to exploit
a particular input field. There is a high return on investment for implementing these types of solu-
tions. The automatic blocking features can easily ensure a base level of security. However, because
the firewall does not have a full understanding of the application itself, it must be customized to
fit the application in order to prevent cutting off critical availability or worse yet, missing attacks
all together.

When utilizing black box technology, organizations can proactively determine vulnerabilities and
application functionality to essentially educate the monitoring solution. This education can be uti-
lized to enhance the Web application monitoring capabilities to truly protect dynamic Web appli-
cations as well as allow organizations to remediate production application vulnerabilities without
the scrutiny of malicious attackers. It is for this reason that black box technology is an essential
component in the monitoring of Web applications.
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What Works

Effective security strategies must be comprehensive in nature. Organizations must embrace educa-
tion, automation, manual testing, and monitoring. While it must be noted that each of these areas
have distinct gaps, together they create a climate and culture that addresses application security.

Education is possibly the most significant of these focus areas. Developers must be educated on
secure coding standards in order to substantially reduce the possible attack vectors that a mali-
cious attacker could exploit. Beyond developers, security assessors and auditors must be educated
on the application security issues affecting a wide range of programming languages and coding
techniques. These professionals must be trained on how to identify serious issues in a security
assessment or audit of an application. This understanding must be well beyond that of a “top ten”
or other checklist of issues. Finally, professionals monitoring application security must be educated
on plausible avenues of attack as well as what an attack might look like. This knowledge should be
obtained through analysis of application attack patterns and vectors.

While these education efforts may seem fairly daunting, they can

The key is to implement tions to raise awareness, create a central point for education, and

an application security
technology that can be utilized
as a method for creating
collaboration amongst multiple
teams and stakeholders.

thankfully be simplified by utilizing automated and SaaS solu-

enhance the capabilities of other security countermeasures. The
key is to implement an application security technology that can
be utilized as a method for creating collaboration amongst mul-
tiple teams and stakeholders. Resolving application security woes
in this manner enables organizations to leverage technology as a
catalyst toward the solution as opposed to attempting to leverage

the technology itself as the solution.

About Cenzic

Winner of numerous awards and independent product reviews including SC Magazine’s Best Buy,
Cenzic provides software (Cenzic Hailstorm®) and SaaS products (Cenzic ClickToSecure®) to pro-
tect Web sites against hacker attacks. Unlike network security and SSL solutions, Cenzic tests for
security defects at the Web application level where the majority of attacks occur.

Cenzic’s patented technology goes beyond a signature-based approach by emulating a true hacker
with a Stateful Assessment " approach that maintains the state while attacking the application at
the browser level. This approach allows Cenzic’s solutions to find critical vulnerabilities including
application logic tests like session hijacking, privilege escalation, strong passwords, privacy policy
validation, and many others that are typically missed by other vendors. Cenzic solutions provide
details of all vulnerabilities, pinpointing the location, including URLs and forms, and comprehen-
sive remediation information.

Furthermore, Cenzic can test for vulnerabilities across a multitude of applications including com-
mercial and proprietary applications, Web infrastructure, and across multiple stages of a Web
application. Cenzic supports testing of applications throughout the Software Development
Lifecycle (SDLC) including deployed applications in production. Customers can test their live
Web sites using Hailstorm’s built-in algorithms or by using Hailstorm’s integration with VMWare
Lab Manager and Virtual Center without corrupting the database.
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Cenzic’s SmartAttack™ library is among the most open and configurable in the industry. This
allows customers to customize the attacks to fit their own environment and for assessment zero
day vulnerabilities. Also, through its CIA (Cenzic Intelligent Analysis) Lab team, Cenzic provides
weekly updates to the attack library to help customers stay ahead of the recent attacks.

Hailstorm’s Web-based intelligent and dynamic dashboard allows enterprise-wide visibility based
on roles, and gives users control to manage the work flow of assessments from one central con-
sole. The reporting module provides a comprehensive set of reports that are customizable and can
be exported in different formats to share with others in the organization.

Additional features in the Cenzic product line include prioritization of vulnerabilities using a quan-
titative score called HARM (Hailstorm Application Risk Metric), a proprietary algorithm, which
can be configured by customers. This score better enables users to sort their vulnerabilities by
HARM, and decide which ones to focus on first.

Organizations can use the Cenzic solutions to achieve compliance with a myriad of regulations
including PCI, California AB1950, GLBA, HIPAA, FISMA, and many others.

Cenzic offers clients a flexible suite of products including software (for organizations that
have internal expertise), Software as a Service (for organizations with limited expertise or inter-
nal resources), and a hybrid of both Software and SaaS (for organizations that want to deploy
the software in-house but want to supplement their resources due to a large number of Web
applications).
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