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Executive Summary

What do the Russia-Georgia War, the Beijing Olympics, TJX, BJ%.s Wholesale Club,
OfficeMax, Boston Market, Barnes & Noble, Sports Authority, Forever 21, and DSW
have in common? They are all new members of the "hacked" club. Granted not all of
these were attacked through traditional Web attacks, but nonetheless hackers exploited
vulnerabilities that were ultimately linked to Web applications. For quite some time, we
have been talking about the impending “cyberwarfare” and “cyberterrorism’. [t%os finally
become mainstream. Some are calling the massive digital attacks against the
government of Georgia%o.s Web sites as the first true act of “cyberwarfare’. What%os
interesting about this attack is that it was synchronized with the “traditional” war between
the two countries. Different stakes but both caused devastation.

The Q2 Trends Report once again points out the continued growth of vulnerabilities and
growth of attacks through Web applications. Although the total number of reported
vulnerabilities went down slightly to approximately 1,200 compared to 1,400 in Q1, the
percentage of Web related vulnerab ilities went up to 73 percent from 70 percent.
Applications written in PHP had the most issues accounting for more than 40 percent of
total vulnerabilities.

Of the Web application vulnerabilities, 7 percent pertained to Web servers and 4 percent
to Web browsers. Again, Mozilla Firefox had the most vulnerabilities by far at 41 percent
followed by Opera at 26 percent. Microsoft continues to make progress against its
Internet Explorer security battle and as a result, its vulnerabilities are down again in Q2
to 17 percent. Safari had the lowest reported vulnerabilities at 16 percent. Overall, SQL
Injection at an alarming 34 percent and Cross -Site Scripting at 23 percent are
dominating the total Web vulnerabilities.

Among the top 10 issues,we continue to find the usual suspects in Adobe, IBM, Sun,
and QuickTime with various vulnerabilities. Through Cenzic%.s SaaS offering
ClickToSecure, we tested hundreds of applications with thousands of pages and find 7
out of 10 applications have severe vulnerabilities. Mos t Web applications are found to
have vulnerabilities related to Cross-Site Scripting. Other prevalent ones include Session
Management, Information Leaks and Exposures, SQL Injection, Authorization and
Authentication, and Unauthorized Directory Access.

We are starting to see more companies taking action and initiating projects to test their
Web applications for vulnerabilities. Within the population of 100 to 150 million Web
applications, less than 5 percent of are being tested for security vulnerabilities . Even at

Web Application Security Trends Report, Q2 2008 | Copyright > 2008 Cenzic, Inc. 4


www.cenzic.com

Q CENZIC www.c enzic.com | (866) 4 -CENZIC (423 -6942)

most multi-national corporations, security assessment is being done selectively on few
applications and only once a year.

At the recent Black Hat conference in Las Vegas, t here was a lot of buzz around Web
application security. However, in my conversations with hundreds of enthusiastic
attendees, | found that very few were doing anything related to application security. On
the positive side, most companies are seriously planning on implementing application
security projects in the latter half of this year.

One of the key drivers of security assessment continues to be PCI Compliance. Now
that Section 6.6 of PCI has become a requirement, retailers are paying attention to
application security. Section 6.6 requires online retailers to assess thei r Web
applications using one of the many options and fix vulnerabilities. VISA and MasterCard
are being rigorous about imposing penalties. Whether it%.s brand protection or PCI
Compliance, it%os refreshing to see that companies are talng the right steps towards
securing their Web applications. The important thing for these companies to remember
is that it%os very easy to focus on getting the checkbox of compliance. Instead, they
should focus on securing their infrastructure specifically Web applications so th ey can
protect the most valuable assets i their customers. Unfortunately, there are many
vendors who are luring companies into getting the PCI checkbox done with inexpensive
substandard services leaving their Web applications mostly insecure and vulnerable to
the continuous onslaught of hackers.

| am happy to see companies moving in the right direction ; getting started is the first
important step. | hope once they take this step, they will continue the journey by testing
all their applications including the ones already deployed and on a continuous basis.

In closing, we are launching an Application Mythbusters Series with podcasts and other
materials that should further help in clarifying application security issues. These items
will be posted on the Cenzic Web site in the very near future.

Mandeep Khera
Chief Marketing Officer, Cenzic
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General Observations

Cenzic analyzed reported vulnerability information for Q2 2008, April through June time
period. During the Q2 2008, Cenzic%.s CIA Labs identifig 1,207 total vulnerabilities. The
total vulnerability volume during the same time period was down roughly 10 percent from
Q1 2008. Web application vulnerabilities continued to make up the largest percentage
of the reported vulnerability volume, while comprising a larger portion of the vulnerability
volume than usual. Web Technology vulne rabilities comprised roughly 73 percent of the
vulnerabilities, up from 70 percent in Q1 2008. While this appears to suggest an
increase in the number of reported application vulnerabilities in W eb applications, in
reality the number of reported W eb application vulnerabilities was roughly the same as in
Q1 2008. The increase is due to fewer non -application vulnerabilities being reported
while the number of Web application vulnerabilities reported remained fairly constant
during the Q1-Q2 2008 time period:

Key Findings:

73 percent of the total reported vulnerabilities affected Web technologies, such
as Web servers, applications and browser s.

Vulnerabilities in applications written in PHP, including vulnerabilities in PHP
itself, comprised 40 percent of the total volume of all reported vulnerabilities, a
jump of more than 20 percent from Q1 2008. Vulnerabilities in the PHP
programming language accounted for less than 1 perc ent of the total volume of
PHP vulnerabilities, indicating the majority of PHP -related vulnerabilities
resulted from insecure coding practices.

Vulnerabilities in Web server or Web application server technologies comprised
approximately 7 percent of the total reported Web application vulnerabilities,
which is significantly down from 12 percent found in Q1 2008.

Vulnerabilities in Web browsers comprised roughly 4 percent of the total
reported application vulnerabilities, up from 3 percent in Q1.

Vulnerabilities in Media players such as Windows Media Player, and Apple
QuickTime comprised less than 1 percent of total Web application vulnerability
volume, compared to 3 percent in Q1 2008.

SQL Injection was increasingly reported relative to previous quarters at 34
percent of the published Web application vulnerabilities, compared to 27
percent in Q1. Cross-Site Scripting comprised 23 percent of the total
vulnerabilities, down slightly from Q1 2008.

SQL Injection and Cross-Site Scripting were the most frequently reported Web
application vulnerabilities during Q2 2008. These percentages are based on
published vulnerabilities in commercial applications for the quarter and are
much lower than what Cenzic found in its testing of applications. Published
vulnerabilities are not cumulative and provided for a given period which can
cause variations in percentages.
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Top 10 Vulnerabilities of Q2 2008

Cenzic classified the following Web application vulnerabilities disclosed during Q 2 2008
as the most severe.

1. [CIA-1110-Alert] Adobe Flash Player cross-site request forgery vulnerability
A maliciously constructed SWF file can send specially crafted HTTP headers to
arbitrary Web sites. This vulnerability would allow an attacker to perform DNS
rebinding attacks against a UPnP control point.

CVE-2008-1655
http://cve.mitre.org/cgi-bin/cvename.cqi?name=CVE-2008-1655

SecurityTracker Alert ID: 1019808
SecurityTracker URL: http://securitytracker.com/id?1019808

2. [CIA-1111-Alert] Adobe Flash Player DeclareFunction2 arbitrary code
execution
An attacker can create a specially formatted SWF file using the ActionScript
DeclareFunction2 Tag and execute arbitrary code on the victim%.s machine.

2007-6019
http://cve.mitre.org/cqgi-bin/cvename.cgi?name=CVE-2007-6019

SecurityTracker Alert ID: 1019810
SecurityTracker URL: http://securitytracker.com/id?1019810

3. [CIA-1112-Alert] Bugzilla Cross-Site Scripting Vulnerability via [id¢,
parameter
Versions of Bugzilla 3.1.4, 3.0.4, 2.22.4, 2.20.6 and 2.17.2 contain a Cross-Site
Scripting vulnerability in the [Format for Printing%. option via the [it1%. parameter.

CVE-2008-2103
http://cve.mitre.org/cgi-bin/cvename.cqi?name=CVE-2008-2103

SecurityTracker Alert ID: 1019967
SecurityTracker URL: http://securitytracker.com/id?1019967

4. [CIA-1113-Alert] QuickTime Heap Overflow in PICT file processing lets
remote attackers execute arbitrary code
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A maliciously constructed PICT file can execute arbitrary code on the use r%o.s
machine when viewed with versions of Quicktime prior to 7.5

CVE-2008-1583
http://cve.mitre.org/cqgi-bin/cvename.cgi?name=CVE -2008-1583

SecurityTracker Alert ID: 1020215
SecurityTracker URL: http://securitytracker.com/id?1020215

5. [CIA-1114-Alert] IBM Lotus Domino HTTP header buffer overflow
A vulnerability was reported in version 7.0 and 8.0 of IBM Lotus Domino Web
Server. A remote attacker can execute arbitrary code on the system via a
maliciously crafted HTTP [Accept-Language%. header.

CVE-2008- 2240
http://cve.mitre.org/cqgi-bin/cvename.cgi?name=CVE-2008-2240

SecurityTracker Alert ID: 1020098
SecurityTracker URL: http://securitytracker.com/id?1020098

6. [CIA-1115-Alert] Sun Java System Web Server Cross -Site Scripting
A vulnerability was reported in Sun Java System Web Server in the ad vanced
search feature. A remote user can conduct Cross-Site Scripting attacks. The
vulnerable script resides at /search/advancedsearch.jsp.

CVE-2008- 2518
http://cve.mitre.org/cgi-bin/cvename.cqi?name=CVE-2008-2518

SecurityTracker Alert ID: 1019172
SecurityTracker URL: http://securitytracker.com/id?1019372

7. [CIA-1116-Alert] Quicktime AAC-Encoded media handling bug lets remote
attackers execute arbitrary code.
A vulnerability was reported in QuickT ime in the processing of AAC-encoded
media files that allows a remote attacker to execute arbitrary code on a victim%o.s
machine.

CVE-2008-1582
http://cve.mitre.org/cgi-bin/cvename.cqi?name=CVE -2008-1582
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SecurityTracker Alert ID: 1020214
SecurityTracker URL: http://securitytracker.com/id?1020214

[CIA-1117-Alert] IBM Workspace vulnerabilities allow a remote attacker to
conduct Cross-Site Scripting and Cross-Site Request Forgery.

A vulnerability was reported in IBM Workspace. A remote user can conduct
Cross-Site Scripting and cross-site request forgery attacks. IBM has released
APAR PJ33180 to fix the issue.

GENERIC-MAP-NOMATCH
http://cve.mitre.org/cgi-bin/cvename.cqgi?name=GENERIC -MAP-NOMATCH

SecurityTracker Alert ID: 1020236
SecurityTracker URL: http://securitytracker.com/id?1020236

[CIA-1118-Alert] Adobe Acrobat and Adobe Reader arbitrary code
execution.

A maliciously crafted PDF file can execute arbitrary code on a user %omachine
when the file is viewed. Vulnerable versions include 7.0.9 and prior 7.x versions
as well as 8.1.2 and prior 8.x versions.

CVE-2008-2641
http://cve.mitre.org/cqgi-bin/cvename.cgi?name=CVE -2008-2641

SecurityTracker Alert ID: 1020352
SecurityTracker URL: http://securitytracker.com/id?1020352

[CIA-1119-Alert] Sun Java System Access Manager allows remote code
execution via malformed XML Signature

A vulnerability in Sun Access Manager versions 6 2005Q1, 7.1, 7 2005Q4 allows
a malicious user to create an XML signature that when viewed by a target user
will execute arbitrary code on their system.

CVE-2008-2945
http://cve.mitre.org/cgi-bin/cvename.cqgi?name=CVE -2008-2945

SecurityTracker Alert ID: 1020380
SecurityTracker URL: http://securitytracker.com/id?1020380
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Vulnerabilities in Web Applications

Cenzic analyzed all reported vulnerability information from sources such as
SecurityFocus, CVE, SANS, US-CERT, SecurityTracker, as well as other third party
databases for Web application security issues reported during Q2 2008. Findings are
presented below. It should be noted, however, that the frequency with which security
issues are reported does not reflect the frequency of the ir distribution “in the wild.” For
example, Cross-Site Scripting comprised roughly 23 percent of the total application
vulnerability volume, yet this vulnerability is very common in proprietary Web
applications. Based on the data from Cenzic%.s managed sence, ClickToSecure, 6 out of
10 Web applications analyzed by Cenzic were found vulnerable to Cross-Site Scripting
attacks. The analysis below relating to published vulnerability information shows the
trends and defining characteristics of Web application v ulnerabilities as disclosed in Q2
2008 and the previous three quarters.

Percentage of Total Vulnerabilities Comprised

By Web Applications

80 —
ol 68% 71% 70% 73%

Percentage
= J L 3 [ I )
o o o o O

I I I I I |

o

Q3 2007 Q42007 Q12008 Q22008
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Vulnerability Breakdown for Q2 2008

The Q2 reported vulnerability information reveals that 73 percent of the reported
vulnerabilities were in Web applications, slightly higher than the Q1 findings. Recent
trends further support the conclusion that research in Web application vulnerabilities is
diversifying, with increasing focus and attention being given to client -side Web enabled
technologies such as ActiveX controls, Quicktime , Flash players, and other media
players. Since these technologies can be embedded in Web applications, exploiting
these vulnerabilities provides a direct means for attacking a Web site’s users.
Additionally, attacking client-side applications or browser plugins is increasingly
becoming a means for distributing malware, rootkits, and backdoors.

Vulnerability by High-Level Categories

The following chart shows the percentage of Web technology vulnerabilities versus other
types of vulnerabilities, such as those within protocols, mail servers, or FTP servers.
Much of the emphasis on the part of the research and security community has come to
focus on the discovery, and publication of vulnerabilities in Web applic ations. This trend
has remained constant over the last 18 months with Web application vulnerabilities
which have hovered around 70 percent of the total number of disclosed vulnerabilities.
Based on the analysis for Q2, Web application vulnerabilities comprise 73 percent of the
total number of vulnerabilities disclosed during this period. The remaining vulnerabilities
affect network infrastructures and services, as reflected by the “"Other” category.

Percentage of Reported Vulnerabilities
for Q2 2008

27% | Other

7320 Web Technology
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Vulnerability by Major Type

The following detailed view breaks down the Web technology vulnerabil ities
by major type for Q2 2008.

Web Vulnerability Breakdown by Major Types

1% 4%

7% Web Application
Web Server
Browser

@ Plugins & Activel

The chart above shows the breakdown of overall Web technology vulnerabilities into
major categories. Of all the Web related vulnerabilities, 7 percent are vulnerabilities in
Web servers, such as Apache Web server, 4 percent relate to browsers, and 1 percent
are in Media players, such as Apple Quick Time or Windows Media Player, as well as
ActiveX. The remaining 88 percent of the vulnerabilities affect software written for
various Web servers and Web applicati on server technologies. A typical example would
be an application written in PHP and released under the GNU open source license.
Again, these vulnerability percentages relate only to published or reported vulnerabilities

and do not reflect the percentages of vulnerabilities of these categories found ~in the
wild.’
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Vulnerability Reported by Class

The following data comes from public sources and reflects the percentages of
vulnerabilities reported on mailing lists and in security advisories during Q2 200 8 for
major Web application security risks.

WebVulnerability Breakdown By Class
Q2 2008

4% 8 Web Browser
485

5%

5% 8 Authentication & Authorization
34% Rernote FileInclusion
Web Server
B ) oirectory Traversal
B misc.
m Cross-5ite Scripting

23% sQL Injection

Application-layer injection flaws, such as SQL Injection, and C ross-Site Scripting once
again dominated the Q2 landscape as the most frequently found and reported
vulnerability classes with over half of the v ulnerabilities associated with these two
classes. Directory Traversal comprised 10 percent of the total Web vulnerabilities while
Remote File Inclusion (RFI) vulnerabilities comprised 5 percent of the Web application
vulnerability volume, up 1 percent from Q1 2008. The "Misc’ category in the chart above
is composed of a mixture of security issues reported in lesser number, such as buffer
overflows, format string vulnerabilities, broken access control and various other less
commonly reported vulnerabilities. A breakdown of the Misc category is provided in the
next section. Notably, SQL Injection vulnerabilities were up 7 percent over Q1 2008
volume and were reported in greater volume than in any quarter dating back to Q1 2007.
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Vulnerability Breakdown for Miscellaneous Category

The Misc category comprised 12 percent of all Web application vulne rabilities during Q2
2008. The chart below gives a detailed breakdown of types of vulnerabilities grouped in
this category, and the percentage of the category they co mprised. The detailed
breakdown of this category for Q2 2008 is as follows:

Breakdown of the Miscellaneous Category
for Q2 2008

R Informaticn Leak
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m Actival
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1% Compand Cxecution
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Web 2.0 Vulnerability Trends

The term Web 2.0 suggests a new iteration of World Wide Web technology but it %o
actually a generic term often used to describe a new look and feel of Web applications.
While Web 2.0 technologies have existed in various forms before, these are not a new
version of the core protocols which drive the Web. Tracking Web 2.0 vulnerability trends
therefore presents a challenge since there is no specific technology. There are,
however, general reference points we can use: technologies that are commonly cobbled
together and labeled with Web 2.0 packaging. At the core of the trend is increased Web-
based access to data processing, particularly on the client-side, that enables Web
applications that contain enriched functionality. Thus Web 2.0 breaks down into a wide
range of technologies and protocols that enable Web architectures greater access to
data and functions:

Asynchronous Javascript and XML (AJAX)
eXtensible markup language (XML)
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Javascript Object Notation (JSON)

SOAP and WSDL (Web Services Description Language)
REST Web APIs

Javascript, Adobe Flash, Java, ActiveX controls

Adobe Flex, Microsoft Silverlight

RSS, RDF, and Atom

These technologies are often combined to enable media-rich Internet applications,
enhanced user interactivity, and syndication, all core elements of the application design
principles that are associated with Web 2.0. The vulnerability count includes
vulnerabilities in any application that implement one or more of the listed technologies.
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